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MDBaFw0yMjAOMTMxMDAWMDBaMFcxCzAIBgNVBAYTAKIFMRkwFwYDVQQKEXBHbG9I
YWxTaWduIG52LXNhMSOwKwYDVQQDEYRHbGOIYWxXTaWduIlERVbWFpbiBWYWxpZGFO
aW9uUIENBICOgRzIwggEIMADGCSqGSIb3DQEBAQUAA4IBDWAWGGEKACIBAQCX083A
3zNAJuveWteUZtQBY 8wzRINg4rj CRW2PrWmGHKhzQgvxcvstrLURcoMiglbnLsvn
cZ0AHDKS84+0uCEWpSvrdylyDBCcFvSSAMSgy2GOXATX6TvAONhOOwo+nGlibdLR/Y
iBPOGdEb/AIf5NjiNeSgakb2DaNOYEKyl41kjkGk8iSetobnbtlsfw07IDVgOKth
aveXAgA/UaanbnPKdw12flu2MBoanPcfKHsOi0cf538FjMblyLvP6dx6QSEhhtrlU
ObLIEOCMQgDr6D1MeT+xumAkbypp3s 1WFhekuFrwdXITxSnpsObpuFwY0s71C4ffz
nJoLEUTeaniOsRNPAgGMBAAG]ggEIMIIBITAOBgNVHQSBATFSEBAMCAQYWEGYDVROT
AQH/BAgwWBgER/wIBADAIBgNVHQ4EFgQUIg36sFusg2QqgdsicimnaQtz+/SgwRwYD
VROgBEAWPjABBgRVHSAAMDQwWMgYIKwYBBEQUHAGEWImMhOdHBzOi8vd3d3Lmdsb2lh
bHNpZ24uY 29t 31lcG9zaXRvenkvMDMGA 1UdHwWQsMCowKKAMoCSGImhOdHASLY 9]
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/KBVBUOAIIVBXE]j wKIBfj4N+sriernUx14il5blOBEPSregT AKPbGQEwWnmw8Un9Sc
3gtnw4QEVFGZnmMyvdW 3wNXaAw 510+ Gzkk/ fkk59rilgztig/Hyua7aKekVikBHT
C3GnXgYi/0046rk6bs1nGgl/S/0/DnlvvtUpMIIZHZYIm3CPIx5cRnt00]20U8gS
AhsNuzLrWVOSPhtW]RXIBUI/d/4f5W2eZh+r2rKDV7QMItKGvNoy 18DtcIVBkorw

19w SEdLYieuNkKO2UCXLbNmmw 2/ 7iFS4511wh8550/DeNr8DBAAS+e+eqWek 9Ty +
15e4KnHi7fopiGe/llw=

D | HEHUEEE > BES T -----BEGIN CERTIFICATE-----; % F-----END
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®  Tomcat
— B ERSEE
1. FARNECEA - RIBIEE 77 R DL MR B8 & R BUFAE B root.cer

fBE EV SREMHR CA Root

MIID/jCCAuagAwIBAgIQFaxulBmyeUtB9iepwxgPHzANBgkghkiGOwOBAQsFADCB
mMDELMAKGA1UEBhMCVVMxFjAUBgNVBAoTDUdIb1RydXNOIEIuYy4xOTA3BgNVBAST
MChjKSAyMDAA4IEdIb1RydXNOIEIuYy4gLSBGb3IgYXV0aG9yaXplZCB1c2Ugb25s
eTE2MDQGA1UEAXMtR2VVvVHI1c3QgUHIpbWFyeSBDZXJ0aWZpY2FO0aW9uIEF1dGhv
cml0eSAtIEczMB4XDTAAMDQwWMjAWMDAWMFoXDTM3MTIwMTIzNTk10OVowgZgxCzAJ]énnltrM7P7pMKEF/BqxqjsHQ9gUdfezZC
huOl1UcCAWEAAaNCMEAWDwWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSEBAMCAQYw
HQYDVROOBBYEFMR5yo6hTgMdHNxr2zFbID4/MH8tMAOGCSqGSIb3DQEBCwWUAA4IB
AQAtxRPPVoB7eni9n64smefv2t+UXglpp+dualy9cr5HqQ6XErhK8WTTOd8INNTB
zU6BB8ABSEXCSzNIbGpgow32hhc9f5joW17w5elShKKiePEI4ufIbEAp7aDHAIDkQN
kv39sxY2+hENHYwOB4IgKVb3cvTdFZX3NWZXgxNT2I7BQMXXExZacse3aQHEerGD
AWh9jUGhIBjBIVz88P6DA0d8DQ3PLghcSKkANPuyBYeYk28rgDiOHsj5W3I31QYUH
SJsMC8tIP33st/3LjWelGqvtux6jAAgIFygCXDFdRootD4abdNIF+9RAsXqqaC2G
spki4cErx5z481+o0ghLrGREt

JEEV E4REHA CA Root

MIIDVDCCAjygAwIBAgIDAJRWMAOGCSqGSIb3DQEBBQUAMEIXCzAIBgNVBAYTAIVT
MRYWFAYDVQQKEw1HZW9UcnVzdCBIbmMuMRswGQYDVQQDEXJHZW9UcnVzdCBHbGYi
YWwgQOEWHhcNMDIWNTIXMDQWMDAWWOCNMIIWNTIXMDQwWMDAWW]jBCMQswCQYDVQQG
EwIVUzEWMBQGA1UEChMNR2VVVH]1c3QgSW5jLjEbMBKGA1UEAXMSR2VVVH]I1¢c3Qg
R2xvYmFsSIENBMIIBIjANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEA2swYYzD9
9BcjGIZ+W988bDjkcbd4kdS8odhM+KhDtgPpTSEHCIjaWCI9mOSmM9BXiLnTjoBbdqg
fnGk5sRgprDvgOSJKA+eldbtg/OtppHHMMICGDUUNa2YRpIuT8rxhOPBFpVXLVDv
iIS2Aelet8u5fa9lAjbkU+BQVNdAnARgN7csiRv8IVK83Qlz6cImMTM386DGXHKTubU
1XupGc1V3sjs0144U+VcT4wt/IAjNvxm5suOpDkZALeVAjmRCw7+0C7RHQWa9k0+
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IEEEHER > DECEARE R ca.certEZ » WH{TU Fan S EATHEEE

keytool -import -trustcacerts -keystore c:\server.jks -alias dvroot -file ca.ce

3.4 APTG &84 BIMEEAIS(ErD - SRR A RS SRR DT HAREF Bserver. cer 38 BT DL F &2 AU AR ©

keytool -import -trustcacerts -keystore c:\server.jks -alias tomcat -file server.ce

b s RRBAEE T e £ 25| server jks FE(ESIHEE » SR AL BB » URIA FiRERERE
2405 > R ATLA B BEE RIS -

— -~ E# server.xml| FEEH:

AR 4RERES TR "$IJAKARTA _HOME/conf/server.xml"

IR R R T %

<-- Define a SSL Coyote HTTP/1.1 Connector on port 8443 -->

-

<Connector className="org.apache.coyote.tomcat5.CoyoteConnector"
port="8443" minProcessors="5" maxProcessors="75"
enableLookups="true" disableUploadTimeout="true"
acceptCount="100" debug="0" scheme="https" secure="true"
clientAuth="false" sslIProtocol="TLS" keystoreFile =server.jks

keystorePasg="*x**¥¥xkx" [>

==

ISR BRI SSL Il - 354 8443 Il ks 443 Il » keystoreFile F1 keystorePass & JKS C{-¥fFERELIEHI
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FE CRE tomeat fRA > B2 server.xml BYFECR[E > 55275 tomceat SREH

tomcat 6.0 http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html

tomcat 5.5 http://tomcat.apache.org/tomcat-5.5-doc/ssl-howto.html

tomcat 4.1 http://tomcat.apache.org/tomcat-4.1-doc/ssl-howto.html

IR EEEBRICESE k(R - EHTRE) TOMCAT &b LAFEA https:/iwww.domain.com AR5/ 140145 (1{n] I RE Sk s E %
BRI - S |

B Lotus Domino
—  REBLE
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Install Certificate into Key Ring

The Certificate Authonty will notify when your signed certificate is ready. The specifics depend on the Certificate
Authority, but typically vou will receive an e-mail specifyving a LURL where you can pick up the cerificate. Once vou
have obtained the signed certificate, this form lets yvou install it into your key ring. Note: Before installing this
cerificate, it is recommended that yvou install the cerificate of the signing Certificate Authority in yvour key ring as a
Trusted Root. If vou haven't already done 2o, choose “Accept This Authority In Your Server™ from the main menu of
the Certificate Authority Web site to obtain the CA cerificate.

Key Ring File r ¥\Program Files (%861 Lotus\Motes\Data\MBX006keyfile. lor Specify the key ring file.
Mame

Cofene s € 1l T

" Clipboard

. F Unrecognized Ceriificate Authonty signature.
File Name DACT13664.CER 4

The server cerificate cannot be installed in your server key ring because
the signature is from a CA that is not listed as a Trusted Root This is due to

one of the following:
Merge Certificate into H

1. A cerificate for the signing CA is not present in your server key ring.
2. A certificate for the signing CA is present in your server key ring. but it
is not marked as a Trusted Root

You can install the server certificate anyway. or you can exit for now to install
the CA cerificate in your server key ring and mark it as a Trusted Root

Click OK to install the server ceriificate anyway.
Click Cancel to exit



http://tomcat.apache.org/tomcat-6.0-doc/ssl-howto.html
http://tomcat.apache.org/tomcat-5.5-doc/ssl-howto.html
http://tomcat.apache.org/tomcat-4.1-doc/ssl-howto.html

BAWEBZAPERERRZE GT WIRER - BFEANUWT
1. # A TInstall Trusted Root Certificate into Key Ringa

=1 Click on the steps below to create an SSL key ring and
Server Certificate populate it with certificates.

Administration 1. Create Key Ring

Create 2. Create Certificate Request

Key Rings &
Certificates

3. Install Trusted Root Certificate into Key Ring

View & Edit :
Key Rings 4. Install Certificate Into Key Ring

o View
Certificate Request
Log You can also quickly create a key ring
with a self-certified certificate for testing purposes.

Create Key Ring with Self-Certified Certificate

2. 1} certificate Source #1% Clipboard

Install Trusted Root Certificate

Use this form to ingtall the Cedificate Authority Trusted Root certificate into the server key ring. li you haven't already
done co, first obtain the Cerificate Authority Trusted Root centificate by choosing “accept This Authority In Your Server”
fror the main menu of Certificate Authority Web site. Note: Thic step of installing the Certificate Authority Trusted
Root certificate into your server key nng iz recommended before installing certificates signed by thic Cerificate
Authority into the key ring

| Key Ring Information_ _

Key Ring File % ch!otusldomlno\data\iilename.kyr_; Specify the key nna file.

Name

Certificate Information

Cerificate Label  © The identifier you'll see for
thiz certificate when you
choose "View & Edit Key
Ring"from the main menu

Cedificate Source € File The saurce of the cerificate

& Clipboard can be from  file or from

the clipboard

Cerlificate from
Clipboard:

5 Paste clipboard contents
into ths field.

Note: The pasted
cerificate must include the
"Begin Certificate” and "End
Cenrtificate" lines.




3. RIEEZ FAXFEAERA : [GeoTrust root 1R/&R:E]
FIRGLEA » RIBHEE 77 R DL TR/ EsS At B 27 HE & root.cer

fBE EV FREH/ CA Root

MIID/jCCAuagAwIBAgIQFaxulBmyeUtB9iepwxgPHzANBgkghkiGOwOBAQsFADCB
mMDELMAKGA1UEBhMCVVMxFjAUBgNVBAoTDUdIb1RydXNOIEIuYy4xOTA3BgNVBAST
MChjKSAyMDAA4IEdIb1RydXNOIEIuYy4gLSBGb3IgYXV0aG9yaXplZCB1c2Ugb25s
eTE2MDQGA1UEAXMtR2VVvVHI1c3QgUHIpbWFyeSBDZX10aWZpY2FO0aW9ulEF1dGhv
cml0eSAtIEczMB4XDTAAMDQwWMjAWMDAWMFoXDTM3MTIwMTIzNTk10OVowgZgxCzAJ]énnltrM7P7pMKEF/BqgxqjsHQ9gUdfezZC
huOl1UcCAWEAAaNCMEAWDwWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSEBAMCAQYw
HQYDVROOBBYEFMR5yo6hTgMdHNxr2zFbID4/MH8tMAOGCSqGSIb3DQEBCwWUAA4IB
AQAtxRPPVoB7eni9n64smefv2t+UXglpp+dualy9cr5HgQ6XErhK8WTTOdSINNTB
zZUBBBABEXCSzNIbGpgow32hhc9f5joWI7w5elShKKiePEI4ufIbEAp7aDHAIDKQN
kv39sxY2+hENHYwOB4IgKVb3cvTdFZX3NWZXgxNT2I7BQMXXExZacse3aQHEerGD
AWh9jUGhIBjBIVz88P6DA0d8DQ3PLghcSKkANPuyBYeYk28rgDiOHsj5W3I31QYUH
SJsMC8tIP33st/3LjWelGqvtux6jAAgIFyqgCXDFdRootD4abdNIF+9RAsXqqaC2G
spki4cErx5z481+o0ghLrGREt

MIIDVDCCAjygAwIBAgIDAjJRWMAOGCSqGSIb3DQEBBQUAMEIXCzAIBgNVBAYTAIVT
MRYWFAYDVQQKEw1HZW9UcnVzdCBIbmMuMRswGQYDVQQDEXJHZW9UcnVzdCBHbG9i
YWwgQOEWHhcNMDIWNTIXMDQWMDAWWhAhCNMjIWNTIXMDQwWMDAwWW]jBCMQswCQYDVQQG
EwIJVUzEWMBQGA1UEChMNR2VVVH]1c3QgSW5jLiJEbMBKGA1UEAXMSR2VVvVHI1c3Qg
R2xvYmFsSIENBMIIBIjJANBgkqhkiGOWOBAQEFAAOCAQS8AMIIBCgKCAQEA2swYYzD9
9BcjGIZ+W988bDjkcbd4kdS8odhM+KhDtgPpTSEHCIjaWCO9mOSmM9BXiLnTjoBbdq
fnGk5sRgprDvgOSJKA+eldbtg/OtppHHMMICGDUUNa2YRpIuT8rxhOPBFpVXLVDv
iS2Aelet8u5fa9IAjbkU+BQVNANARgN7csiRv8IVK83QIz6cImMTM386DGXHKTubU




1XupGcl1V3sjs0l44U+VcT4wt/IAjNvxm5suOpDkZALeVAjmRCw7+0C7RHQWa9k0+
bw8HHa8sH09g0eL6NIMTOdRelJivbPagUvTLrGAMoUgRx5aszPeE4uwc2hGKceeoW

ephojYn7qwVkDBF9gn1luMrMTjAfBgNVHSMEGDAWgBTAephojYn7qwVkDBF9gn1l
uMrMTjANBgkghkiGOwWOBAQUFAAOCAQEANeMpauUvXVSOKVCUn5kaFOSPeCpilKIn
Z57QzxpeR+nBsqTP3UEaBU6bS+5Kb1VSsyShNwrrZHYqlLizz/Tt1kL/6cdjHPTFS
tQWVYrmm30k9Nns4d0iXrKYgjyemyQzCsplFAMfOEVEIIuCl6rYVSAIk6I5PdPcF
PseKUgzbFbS9bZvIxrFUaKnjaZC2mqUPulLk/IH2uSrw4n0OQdtqvmIKXBx40t2/Un
hw4EbNX/3aBd7YdStysVAq45pmp06drE57xXxNNB6pXE0zX51IL4hmXXeXxx12E6nV
5fEWCRE11azbJHFwLIhWC9kXtNHjUStedejVONXPNO3CBWaAocvmMw==

MPRfwCvocWvk+QIDAQABo1MwUTAPBgNVHRMBAfSEBTADAQH/MBOGA1UdDgQWBBTA

4. BR¥#EA Tinstall Trusted Root Certificate into Key Ring s

5. R certificate Source ### Clipboard

6. RBKHZ FAXTHERA | R T AREHEREN]

*ERFEEAXALTABA - WifF----- BEGIN CERTIFICATE----- ~ ----- END CERTIFICATE----- MITFEB

BA -

7. BR¥#A TlInstall Trusted Root Certificate into Key Ringa

8. M certificate Source #i2 Clipboard

9. RIS Z FAXFHERA | [HENFERERESR

*ERFBEEAXALTABA - TifF----- BEGIN CERTIFICATE----- ~ ----- END CERTIFICATE----- M1TFEB

BA -

10. # A TlInstall Certificate into Key Ringa

e




== Click on the steps below to create an SSL key ring and
Server Cer’tlflcate populate it with certificates

Administration 1. Create Key Ring,

o 2. Create Certificate Request
e
rt
ertiticates 3. Install Trusted Root Certificate into Key Ring

View & Edit - n
Key Rings 4. Install Certificate Into Key Ring

o View
Certificate Request
Log You can also quickly create a key ring
} with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate

11. % certificate Source #3£ Clipboard

Install Certificate into Key Ring

The Cerificate Authority will notity when your signed cerificate iz ready. The specifics depend on the Cenificate
Authority, but typically you will receive an e-mail specifing a URL where you can pick up the certificate. Onee you
have obtasined the signed certificate, this form lets you install it info your key ring. Note: Before installing this
cerfificate, itis recommended that you inztall the certicate of the zigning Certficate Authonty in your key ring as a
Trusted Root. liyou haven't already done zo, chooze “Accept Thiz Authanty In Your Server” from the main menu of
the Cerificate Authority Web site to obtain the CA cerificate.

ey Ring Information

Key Ring File L d\lotus\domino\data\ﬁlaname.kyr 4 Specify the key ring file.

Name

Certificate Information :

Certificate Source C File The zource of the centificate
& Clipboard can be from & file or from

the clipboard

Certificate from

Clipboard:

v Past= the clipboard

contents into this field.

Note: The pasted
cerificate must include the
‘Beain Certficate” and “End
Centificate” lines.

Merge Certificate into Key Ring
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